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B BiAARnE(E
How the internet works

EEEEED - Key notes

e IP {iriik DNS
IP address

Domain Name System

FE_EEREE—E 1P, SBINE i, BHi4E TEEE®E) |, #8188 google.com & 1P 142.250.71.46 ,
IPv4 f5] :192.168.1.42 40 DNS #24 , $TIEFEANER S = B RA8uh,

o6 d3) 12404 6800 :4008:21postal address. Internet phonebook. If DNS is tampered, the right URL leads to a fake site.

g5 8l Packet HTTP vs HTTPS
Network packet Encryption

RisEEE AN, NS HTTP = BBEFR (fEAER)

[ 3R IP] + [ B4Z IP] + [Port] + [Payload] HTTPS = N5 (1% ), ER ¢HEA

Basic transmission unit: src+dst IP, port, payload. HTTP = postcard; HTTPS = sealed envelope. Look for the 8.
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CHAPTER 01

B iaARnE(F

How the internet works

EF 4T - Exercises

Q1
18% :DNS % B o

Q2
BELLERL S HTTP / HTTPS? &{d ?

Q3
BRIrREE 3 @, BEET ¢ $HiE 1) 2)

3)
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CHAPTER 02

M

Attack surface — where you get hit

EEEEED - Key notes

G A Wi-Fi e USB Drop
Public Wi-Fi USB drop attack

R (2588 YWicke dE{ppACERE] DAEEAFSZE AIGE JoRviTwin | {REA RLER ORI 0SB UlRON g e E7 DB - BIRHITER
B IRREgRESRE, 2o
e EiRHEs Shoulder surfing
Outdated router Shoulder surfing
BT SRR ~flrmwa e AR ATRRD B #38Im N 1R DNS 6 B EBEWAR{E crrien—= oRARIRFT RS HES y A BRI E EE

e Quishing
QR phis

hin
B OR) SRR SRSy B,
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CHAPTER 02

M

Attack surface — where you get hit

EF 4T - Exercises

Q1
WRIRELIPERE2SET] update 18 ? _EREEEF 2

Q2
FIHIRS HRIBB QR Code (£ 3 @), BEH T AIREHRRM.
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CHAPTER 03

r=i=y OO %

== ~
PR EEER
Phishing live-fire

EEEEED - Key notes

" =HREFHA
3 spotting tricks

1) B URL — BT &, FIZEH
2) BEEFHE — HiBE vs lookalike
BhehEtim, seridr diEnaiEitoreZLient/scary/greedy).

(TR

Emotional scam

ME{F ! fI4% phone 18/Pf, REEE1 — KEFT B,

"Mom's phone broke, urgent loan" — always call to verify.
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Lookalike 1333

Lookalike domains

mlcrosoft.com (1=i)
netfllix.com ( M@ 1)
facebfBkeparin@eadrs, doubled letters.
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CHAPTER 03

R EERER

Phishing live-fire

EF 4T - Exercises

Q1
WeE| T Netflix 24 /NEfPY update {SRA+*1 B, IREMF 3 5 2

Q2
HE E—EHCHMNASHEHEL (RBZH , BFAUFL ), AREREZRZMK red flag -
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CHAPTER 014

TBIRE + PRIAKRE

Cracking & MITM
EEEEED - Key notes

FHITEE ZIIRRE

Dictionary Brute force
B&jal 1000 BiFE A, MRIFMEZEHENE - T, 8 {UATNE : BUNEFIR,
8 REANNE + HF + 1998 :
Top 10M passwords tried first. If yours is in it - instant crack. 8 lower: hours. 8 mixed: years.

MITM FBREA

Man-in-the-Middle

EZEWIREIRARZSFMRE relay FTERE,
HTTP: Alf85a / Bt
HWEERSrdIRER att tr# 5 BlRP readable, HTTPS encrypted.
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CHAPTER 014

ZIEEAR + PRIARE

Cracking & MITM

EF 4T - Exercises

Q1
BEZIERE ? A) P@ssword! B) MyDog2009 C) tiger-violet-rocket-pizza D) qwerty123

Q2
{HITR B i e 39" 2 B 4TI & 4528 2( [B1ZX L Junior Cyber Security Workshop #8z{0T )
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CHAPTER 05

SHEDS + SLEARGE

Strong passwords & 2FA

EEEEED - Key notes

WA 6 A Password Manager
Four-word passphrase Password Manager
4 EfE=EXF + - =EfF, Bitwarden / 1Password / iCloud Keychain — S{E48iL—EEILZ
tiger-violet-rocket-pizza i
5 addo ZhifRcls joined by "-". Memorable + crack-resistant. Unique password per site, auto-filled.
e 2FA S£EEE Have | Been Pwned
2FA HIBP
BMEEZ =2 0E | T REBFHRERENIEE, L haveibeenpwned.com EEECE email BAHRE , BEIZIK
Authenticator App (TOTP) Lt SMS &%, 2.
Even if password leaks, attacker can't log in. App TOTP > SMS. Check if your email leaked; rotate passwords now.
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CHAPTER 05

SHEDS + SLEARGE

Strong passwords & 2FA

EF 4T - Exercises

Q1
Bt —EME T 4 F5 (BT, BERES ) 127

Q2
[EIZX1TEYEEE (00 Email B 2FA O 1G/Discord B 2FA O %& Password Manager [0 & HIBP
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CHAPTER 06

ety ety

== ==
BEETAESEGE
Real-tools lab

EEEEED - Key notes

Wireshark

Packet analyzer

RENEOTES. BEELL ESEM src/dst/proto o
HTTP AJE#:E HTTPS 1% R RAELE,
Free packet analyzer. HTTP readable; HTTPS encrypted.

Wi-Fi i2ia

Wi-Fi scan

B SSID + NMNEEE :Open &fEM WEP Bi%fZ WPA2/WPA3
REL,
Open dangerous, WEP broken, WPAZ2/3 safer.

Junior Cyber Security Workshop - mmmm

Fing
Network scanner

Fi¥ App, FEIMMECEBEFRE , LHEREHRNBELE R,

Mobile app — scans home network. Unknown device = warning.

* FHJ Code

Ethics

QrI M B OB E s E ARSI AF AL AR TR &
5 |

Only use on your own devices or networks with permission!
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CHAPTER 06

HEETHEEE

Real-tools lab

EF 4T - Exercises

Q1
EZXA Fing #BCEL Wi-Fi, JIHFrEEEFESE (£ 5 %),

Q2
tERiREERE 3 @ Wi-Fi: 2{E{& Open i ? 51 ENEFCAFIRENEUR ?
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Appendix A

R -

IP

DNS
HTTPS
TLS / SSL
MITM
Phishing
2FA | MFA

TOTP

Glossary

Internet Protocol address — & & 484t
Domain Name System — & IP

HTTP Secure — fI%ERR HTTP
ME@BARE (HTTPS KE)
Man-in-the-Middle — HRfE] A&

$8 — BEARRER

85 | ZERE

Time-based OTP — Authenticator 6 {iIi5
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Brute force

Dictionary

Evil Twin

Honeypot

Sniffer

SSID

Firmware

RIWE — ZE

FHEE — S ERATREFE

IReE — BZE—ik SSID MBI Wi-Fi

i — WEERESIAEN

HEIRIR2E — Wireshark Z%8

Wi-Fi 48483

FERE NE PR
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Appendix B

B E5rH] - Student Code

FFR2E—t] , REARFREA , BEAREEA.

I will use everything I learn only to protect, not to harm.

KIERMFTPAEAEERT , Al B AR EHMABILRE | 4514 1 1RF

I will not test or attack anyone else's device/site/account without permission.

NRFVMAAR | RARBBNE , BRGEERETREIRAARED.

If someone | know is attacked, | will help them get adult support.

HIFWE IT (XK &, ROBHABITES,

A real IT defender is a guardian of the internet.

2% |/ Signature: HER / Date:
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