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SHEE - Overview

ERESR

Audience

7 (F.1 - FE.3) - Junior High (Grades 7-9)

IS

Duration

3 /B - 3 hours

HEARFRIR

Class size

15-30 A - students

B K

Hardware

FUEE—IETFIR - 1 device per student
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BFREZR - Schedule

TIME MIN SESSION ACTIVITY

00:00 15 & - Intro EHAEAME + RETRIEE

00:15 25 Ch.1 EE#4EE(E DNS B1E + #4418 demo

00:40 20 Ch.2 EMmH SIS R E8) — LhEIREE 8 {E55%
01:00 10 A2 - Break —

01:10 30 Ch.3 YR EE 8 IXNENIHER + /ETH

01:40 25 Ch.4 tEfZ + MITM ZIERE lab + MITM B2

02:05 20 Ch.5 &% + 2FA EE 4 B + 17 2FA AR
02:25 25 Ch.e HETIAR Wi-Fi & + Wireshark &3

02:50 10 EE BN 10 78 + HETH
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CHAPTER 01 - 25 min

B iaARnE(F

How the internet works

F%5|F - Hook
MR$T youtube.com 2% , B&SIMEIRIR? 1 TFREE 5 ELL L, 5I1H DNS + routing o

BAREEL - Key points
@ |P = ihlt DNS = E:EE Packet = 51 HTTPS = 5%t

@ & DEMO_01: ZZ# DNS &=, B BRESMEL 2 J

® & DEMO_02: ¥TF8 packet [E , [ NE—1&FHMEZE ? 1 (payload)

B EEEE - Discussion A BEFEE - Pitfall

? 1R DNS #WEZZEH , {REEZEIME google.com {H{RE google? IBYFRAN OSI tfE — #1325 IP/DNS/HTTPS =
B,

? ARIER Wi-Fi BREENAELL 2 B IP £ DNS 2
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CHAPTER 02 - 20 min

M

Attack surface

BA¥%5|F - Hook
B—RMIMEERR , B TMRZIREISZEGRTREZE 2 1 51 30 #, ABFHELL,

iBfifEEL - Key points
o PBLEEESE 8 B, xR E.

0 SEMIIRREHEERA (WEE Wi-Fi 8I8X)

2514 - Discussion A BENEE - Pitfall
? (FREHRMERE—EL(F ? {ERIZAZE (30 Quishing) B4 TIRERIZIR , BIERERIE,
? BREEHKEEMNE ?
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CHAPTER 03 - 30 min

THEE

Phishing live-fire

BA¥%5|F - Hook
MMEEREHZME ZOOM BENER SRR —% , BIREEE, |

iBfifEEL - Key points
o Huh 8 EENER — SETHRET.

® EHH=IB .URL/ FHE | EBR

2514 - Discussion A BENEE - Pitfall

? BOaREENR25RER? HE F;M BI5%#$HE , B 24 A ALFESE — [
IE[O]fE,

? EERIIRBI—Z , (RREBFAF 2CREFRERER)
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CHAPTER 04 - 25 min

ZIEIHER + MITM

Cracking & MITM

Bi1%5|F - Hook
AN S —ERRATRMERZNE (BEFRECHE), 3REaBEL lab AIE,

BAREEL - Key points
©® EULERHESTEFAS BEAN ARAFR

® MITM toggle:HTTP F&/RBANZENS HTTPS RERELNS.

@ Toplo EEEIEEFE —R: NEEZBEWRA/BARZA?]

1l

T51i% - Discussion

? {RMREZE  IRERIEBHLFH 2(Z Top + EAL, MNEH + 8B¥YR)

A BENEE - Pitfall
* TATSRATAAIELFHR lab STEEZME I

J
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CHAPTER 05 20 min

oRZEE + 2FA

Strong passwords & 2FA

BA¥%5|F - Hook
MERFE R I— R ZEE N S50 X 58 ? 2

?ﬁﬂiﬁﬂﬂﬁyﬂﬁiﬁﬁk%ﬁ M1z AR,

iBfifEEL - Key points

® MEEEDS —2%H 3 Ko

® 2FA RER : BEIT—RENRIE

, 240 TEMEZNERREENEER -

e
o

2

¥

i - Discussion
{RMZ

)

B8 2@ account BHME 2FA? RARE(HRE 2

A BENEE - Pitfall

SMS 2FA B SIM swap & — #E Authenticator
App o
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CHAPTER 06 - 25 min

HETAH

Real-tools

BA¥%5|F - Hook
MEEER 1T FEEFEBIER. J

iBfifEEL - Key points
® Wi-Fi i R M@ SSID =&k 21 (Evil Twin + WEP)

® \Wireshark 1 : ¥1tt packet #4 (HTTP 4Lf&) vs #5 (HTTPS M%),

® NBEEIXAIMT A :Fing/ HIBP / Bitwarden o

2514 - Discussion A BENEE - Pitfall
? MRRBEBEBEL Wi-Fi BRIEHEH  REE; 2 * HEsERE RN T ERALUMAEC /| ASFEAELEE ,
HBRLEE |
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té-.l' ] - Safety Code

BN RERRIHRSEAEBLTR, WERENEEFM Appendix B 8o

1 HFR2B—1] , SEABRREA , FEEAREEA.

I will use everything I learn only to protect, not to harm.

2 RIES M AEASTRERT , AlEla B E A R4,

I will not test or attack any system without explicit permission.

3 NRFIMAAR | RAZBENE , G RERBHIBAA R,

If anyone | know is attacked, | will help them get adult support.
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